A Tech
Convertir PEX 0 P12 a CER y KEY

Requisito: Tener java instalado

Si no cuenta con java lo puede descargar mediante este enlace:
https://www.java.com/es/download/

1. Ingresar al siguiente link y descargar el Keystore Explorer:
https://www.bmtech.pe/certs/kse-532-setup.exe

i}y KeyStore Explorer 5.3.2 Setup - it

Welcome to the KeyStore Explorer
5.3.2 Setup Wizard

This wizard will guide you through the installation of
KeyStore Explorer 5.3.2.

Itis recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer,

Click Mext to continue.
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1L}y KeyStore Explorer 5.3.2 Setup: File Associations — *

Fle Associations
Select the file types to assodate with KeyStore Explorer,

Assodated file types:
Java KeyStores (*.ks, *jks, *.joeks, *.keystore)
PKCS £12 KeyStores (*.pfx, *.p13)
Bouncy Castle KeyStores (*.bks, *.uber)

Copwright 2004 - 2013 Wayne Grant, 2013 - 2017 Kai Kramer

<Back || Mext> | | Cancel

L5y KeyStore Explorer 5.3.2 Setup — »

Choose Install Location
Choose the folder in which to install KeyStore Explorer 5.3.2.

=

Choose a directory to install to;

Destination Folder

| C:'\Program Files (x88)WeyStore Explorer 5.3.2) | Browse...

Space required: 10.6MB
Space available: 379,.6GE

Copyright 2004 - 2013 \Wayne Grant, 2013 - 2017 Kai Kramer

< Back i Install || Cancel |
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2. Abrir el Keystore Explorer 5.3.2

/1 KeyStore Explorer 5.3.2 = O X
File Edit View Jools Examine Help
DemesrxABREAfi=0GOQ[@

3. Elegimos “Open an existing KeyStore” y seleccionamos el archivo pfx o p12, solicitara
ingresar la contrasefia

Unlock KeyStore 'cert.pfx’ X

Enter Password: | |
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4. Una vez ingresada, veremos el certificado incluido.

, - cert.pfx * - KeyStore Explorer 5.3.2 o
File ngit View Tools Examine Help

e XRBRBLRA—O|AEQ|O

d
[E Entry Name Algorithm Key Size Certificate Expiry Last Modified
@ test RSA 2048 01/02/2019 07:00:00 AM COT

5. Le damos doble clic, y podemos apreciar la cadena completa de certificados.

Certificate Details for Entry 'test’ X

Certificate Hierarchy:

' DigiCert Global Root CA
= RapidSSL RSA CA 2018
i rsmgeetimescegme

Version: 3

Subject: |CN=DigiCert Global Root CA, OU=www.digicert.com,0=DigiCert Ini| | [ |

B2

Issuer: | CN=DigiCert Global Root CA,OU=www.digicert.com,0=DigiCert In/ |
Serial Number: | 0xB3BE0S6904246B1A1756AC95991C74A
Vald From: 09/11/2006 07:00:00 PM COT
valid Until: |09/11/203107:00:00 PM COT
Public Key: |RSA 2048 bits [ ¥
Sgnature Algorthm: || SHAIWITHRSA |

Fingerprint: [SHA-256 v | [43:48:A0:£9:44:4C:78:C8:26:5E:05:80: 5E:89:44| | @

[ Ewort | [ extermons | [ P | [ a1

L
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Para extraer la llave privada:

Clic derecho > Export > Export Private Key

J - cert.pfx * - KeyStore Explorer 5.3.2
File Edit View Tools Examine Help
BEdeas2 0B RLIRAR—-OG|AEQ|O

cert.pfx * %

T 8 [E EntryName Algorithm Key Size Certifice

i T e e - TT.TT
A View Details >

Cut Ctrl«X

Copy Ctrl+C

& Export 2
.| Generate CSR

¥ Import CAReply

&9 Edit Certificate Chain 3

) ¥

£

Export Key Pair

Export Certificate Chain
Export Private Key
Export Public Key

Y

~7 Sign >

Unlock
* Set Password
K Delete
{17 Rename
Export the Kev Par entrv's orivate kev as PKCS #8. PVK or OpenSSL

Elegir tipo OpenSSL

Export Private Key Type X

Select the type of private key export required:
QO PKCs #8
OPK

®

En el siguiente panel, se debe elegir la ruta donde se guardara, asi como también se elige si la
llave privada tendrd una contrasefia o no.

Export Private Key as OpenSSL from KeyStore Entry 'test' X
Enaypt: [4]
Encryption Algorithm: | PBE with DES CBC v

Encryption Password:
Confirm Password:
PEM:

ExportFile: |D:\Escritorioltest.key | | Browse

| Cancel
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Al hacer clic en Export, se mostrara la confirmacién.

Export Private Key as OpenSSL X
(0) Export Private Key as OpenSSL Successful.
v

Para extraer la cadena de certificados:

Clic derecho > Export > Export Certificate Chain

J - cert.pfx * - KeyStore Explorer 5.3.2

File Edit View Tools Examine Help
lEdarXOBRLREB—O(EEQ|O
cert.pfx * X

T 8 [E EntryName Algorithm Key Size

T S —

. View Details

% Cut Ctrl+X
1 Copy Ctrl+C
Export >
G’enetate CSR

Import CA Reply

Edit Cestificate Chain

x
o

13

Export Key Pair

Export Certificate Chain
Export Private Key
Export Public Key

<~

3
H
Sign >
Unlock

Set Password

K Delete

17 Rename
Export the Key Par entry’s Ceruncate cnain as X, 509, PRUS =7, PKI Path or SPC

Im U § el

En la siguiente opcién elegimos Entire Chain, formato X.509, y seleccionamos la ruta.

Export Certificate Chain from entry 'test’ X

ExportLength: (O HeadOnly (@) Entire Chain
Export Format: (@) X.509 (O BKCS #7 OpPkirPath (O SPC
PEM:

Export File: |D:\Escritorio\ChainBundle2.cri] | Browse
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Recibiremos el mensaje de confirmacidn al presionar Export

Export Certificate Chain X

/\\
(0 Export Certificate Chain Successful.
wW

Para exportar el certificado del servidor:

Clic derecho > Export > Export Certificate Chain

J - cert.pfx * - KeyStore Explorer 5.3.2
File Edit View Tools Examine Help

NedarXOBRBRLRAE—B|(AEAQ|O

certpfx * X
T & [E EntryName Algorithm Key Sze
B —
 View Details
% Cut Ctrl+X
L] Copy Ctrl+C
X Export 3 U Export Key Pair
| Generate CSR ‘ Export Certificate Chain
2 Import CA Reply 3 ¥ Expoit Private Key
&9 Edit Certificate Chain I Export Public Key
~7 Sign >
o Unlock
%7 Set Password
Delete

P X

1”7 Rename
Export the Key Par entry’s CEruncate onain as X, 509, PRCS =7, PKI Path or SPC

En la siguiente opcién elegimos Head Only, formato X.509, y seleccionamos la ruta.

Export Certificate Chain from entry 'test’ X

ExportLength: (@) HeadOnly (O Entire Chain
Export Format: (@) X.509 (O PKCS #7 OFrPkirath (O SPC
PEM: [

Export File: D:\Escritorio\ServerCertificate.crt A Browse

| Ewort || Conce
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Recibiremos el mensaje de confirmacidn al presionar Export

Export Certificate Chain X

N
(\ | Export Certificate Chain Successful.
O -
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